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PROPOSED INFORMATION GUIDELINES  

FOR CERTAIN TOKENS  

MADE AVAILABLE IN THE UNITED STATES 

 

Introduction 
This document sets forth proposed guidelines (the “Guidelines”) designed to identify and elicit material 
information about certain types of tokens (as explained more fully herein) to enable persons to make 
informed decisions when buying, selling, utilizing, evaluating or accumulating tokens.  The Guidelines 
were designed by a Senior Steering Committee of legal and business scholars, practicing attorneys and 
former federal regulators who are subject matter experts in U.S. securities, commodities, swaps, 
technology, intellectual property, consumer protection and commercial law, among other areas.   

We believe that it is more important to agree on the scope and substance of the information referred to in 
these Guidelines, rather than on any potential source, timeliness regarding the availability of any such 
information, or the administrator implementing any potential information regime. For this reason, the 
proposal makes no recommendation about these considerations.  

The proposal acknowledges the general availability of certain information and provides a conceptual 
framework for the voluntary provision of additional information in light of existing U.S. laws and 
regulations as well as proposed legislation that relates to certain types of tokens. The proposal has been 
informed by various laws and rules, including the laws and rules applicable to securities, swaps, 
commodities, and consumer protection, and takes into consideration relevant pending legislative efforts.  
Any information disclosure mandated by applicable regulation(s) or other regimes, such as the Markets in 
Crypto-Assets Regulation (MiCA), should be considered to ensure consistent, seamless, global adoption.  

The Guidelines take into consideration the following concepts: 

● The general availability of certain information that is material to both purchasers and users of the 
Tokens in the context of DLT Systems (as defined below). 

● General anti-fraud standards in the above-mentioned laws, particularly for the materiality standard. 

● The ability to leverage information provided by a variety of persons, so long as there is a reasonable 
basis to believe those disclosures are applicable, material, and not misleading. 

● Flexibility to meet various facts and circumstances which may change over time. 

While this proposal has been informed by the principles underlying Form 10, Form 1-A, and Forms S-1 
and F-1 under U.S. federal securities laws, the Guidelines recognize that courts have taken a position 
supporting the fact that even if a given transaction involving a token may implicate federal securities laws, 
including the investment contract analysis under the U.S. Supreme Court’s Howey test, this does not 
necessarily mean that tokens are themselves securities or that aftermarket transactions in such tokens 
further implicate securities laws. Accordingly, these Guidelines are not intended in any way to address 
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whether U.S. securities laws and rules thereunder apply to any particular transactions in the types of tokens 
covered by the Guidelines, nor do they address the implications of any potentially redundant or 
inconsistent requirements that may result in instances where such laws or rules may otherwise apply.   

Congress or a regulator with jurisdiction over the matter could choose to propose and adopt laws, rules, 
regulations or forms, or to provide no-action or interpretive relief, relating to the disclosure required for 
use in a Token transaction, using this information regimen as the core of that requirement or relief. 

The Senior Steering Committee approved the publication of the proposed Guidelines to solicit public 
comments on this proposal. The comment period is open from October 21, 2024 to January 31, 2025. 

 
How to Submit Comments on the Proposed Guidelines 

 
Written comments are welcome. The Senior Steering Committee will review all timely comments, which 
will be available to the public. The comment period closes on January 31, 2025. 
 
Comments must be submitted electronically via email to: comments@globaldca.org 
 
For more information, visit  https://global-dca.org/proposed-u-s-disclosure-guidelines/ 
 
 

 
 
 
 
 
 
 
 

  

https://global-dca.org/proposed-u-s-disclosure-guidelines/
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SCOPE AND ASSUMPTIONS 

We refer to the tokens to which these Guidelines apply as “native DLT” tokens (“Tokens”; see also 
“intrinsic” tokens). The embedded links provide further definition of this category of tokens. Tokens may 
have many functions and features within and outside the Protocol, system, or the Network (the “DLT 
System”) on which they were created or generated, including but not limited to functioning as a 
mechanism of payment, resource allocation, sybil resistance or Network security; formal or informal 
governance or voting rights; rights to receive payments, attend events or participate in activities; evidence 
of membership in a formal or informal group or organization, etc.  

The Guidelines would apply regardless of whether (a) the Token is considered as “fungible,” “non-
fungible” (“NFT”), or under another technical standard; (b) a Network utilizes an account-based or token-
based system (or another technical design); and/or (c) the Token is created or generated on a centralized 
or decentralized Network (where “decentralized” is defined as no single source of truth, no single point 
of failure, and no single authority responsible for, or capable of, changing data and/or account or 
transaction information). 

These Guidelines are meant to assist with developing the appropriate scope and substance of information 
relevant to persons buying, selling, utilizing, evaluating, or accumulating Tokens. Those that provide 
information should tailor their information to the specific facts and circumstances related to the Token, 
taking into account the materiality principle to help identify information that is most useful to purchasers 
and users of the Tokens as of the date the information is provided. Additionally, the proposal provides 
guidelines that are meant to be flexible and can be adopted as requirements under different regulatory 
regimes and industry standards. 

A Glossary of certain defined terms appears on page 12. 

 

PROPOSED GUIDELINES 

Section 1. Token Offering and Sale Information 
This section of the Guidelines is intended to identify significant information in connection with offers and 
sales of Tokens to the public that are made before the distribution of Tokens on the Network. This section 
is not relevant where the Network is in existence and a distribution of Tokens has already been made.  

Information regarding any Token offering, sale and, where applicable, the use of proceeds derived from 
such sale should be available, including: 
 

● The seller of the Tokens and, to the extent relevant, its Material Affiliates. 

● Details of the offering, including the number of Tokens in the offering, purchase price or how the 
price will be determined, length of offering period and any required qualifications for purchasers.  

https://assets.ctfassets.net/eynrhjw8vyk9/6rJQPJfWcdGgp3MYBEndOd/1ccd9500c4ce4dd4939b44ee044a2171/Owl_Explains_-_IJBL_Volume_VIII.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4321864
https://assets.ctfassets.net/eynrhjw8vyk9/6rJQPJfWcdGgp3MYBEndOd/1ccd9500c4ce4dd4939b44ee044a2171/Owl_Explains_-_IJBL_Volume_VIII.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4321864
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● Information about any agreements in furtherance of the distribution of Tokens in the offering, 
including the purchase price(s), any lock-up or other restrictions or conditions associated with the 
purchase of the tokens. 

● A description of how the Network will be launched.  

● The Token supply at launch, including the number of Tokens to be issued prior to and at launch.  

● The number of Tokens that will be in the circulating supply after the offering. 

● Information about any potential dilution or other changes in Token supply.  

● The jurisdiction in which the sales are deemed to be made.  

● An estimate of the net U.S. Dollar value of the sale proceeds, before and after the payment of 
expenses.  

● An estimate of the net U.S. Dollar value of the sale proceeds from any other Token sales within 
the last 12 months, if applicable.  

● The intended use of the proceeds from any sales. Examples may include: (i) payment of 
compensation of employees or consultants, (ii) development of the Network and underlying 
blockchain, and/or supporting applications, as applicable, (iii) payment of taxes, (iv) allocation for 
research and development, (v) marketing and education, and (vi) other anticipated uses for 
operating needs or capital expenditures.   

 

Section 2. Material Participants 
● To the extent the information is available, the names and relevant experience, qualifications, 

attributes, and skills of Material Participants. To the extent the information is available, the 
percentage of Tokens held by the Material Participants as a group, whether directly or beneficially, 
which data can be presented in aggregate form.   

● Any limitations or restrictions on the transferability of Tokens held by Material Participants and 
any arrangement(s) to provide Tokens to Material Participants.  

● Any Material Participants whose absence or unavailability would be materially adverse to the 
operation or continued development of the Network, Protocol or the Tokens. 

● Where the Network is not yet in existence, the information provided should cover what is intended 
with respect to each of the above items.  

 

Section 3. Governance 
● Information regarding any governance processes or mechanisms for deciding and implementing 

changes to the Network, Protocol or Tokens, including voting thresholds and quorum requirements 
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and whether there is any governing body and/or any type of foundation or organization that makes, 
controls, influences or implements governance decisions.  

● A description of how Material Participants are required to initiate or implement any changes (or 
overrides) to the Network, Protocol or Token agreed upon through governance or governance 
arrangements, formal or informal.  

● The conditions in which modifications to the Network, Protocol or Tokens may be made, or if 
certain modifications are not possible.  

● To the extent the information is available, the percentage of beneficial ownership (if significant) 
in governance arrangements, formal or informal, based upon the total number of Tokens 
outstanding as of the reporting date.  

● If relevant, a description of how the governing body or Material Participants manage and use 
Tokens held in “treasury” or similar arrangement.  

● The means or mechanisms to notify holders of Tokens of material governance changes. 

● Where the Network is not yet in existence, plans with respect to governance should be made 
publicly available. 

 

Section 4. DLT Technology 

DLT SYSTEM 

● Information regarding what the DLT System does and how it accomplishes its core objectives, 
including material information about the relevant Network and the Protocol, such as architecture, 
software, number of developers building on the Network and the usage by applications of the 
Protocol, cryptographic key management, and functionality.  

● Information regarding how the Network’s infrastructure technology and the Protocol software is 
maintained and updated as available.  

● Any official or other known material communications channels for discussion of technical matters 
related to the Network and Protocol.        

● Information regarding the process of Network and Protocol upgrades and updates are proposed, 
developed, reviewed, and ultimately deployed.  

● Information regarding whether the Network and/or the Protocol can be modified as well as whether 
any contract(s) related to the Token can be modified, by whom, and what effect(s) that may have 
on the rights of holders of the Tokens and/or on the finality of transactions and data. 

● Information regarding whether the Network and/or the Protocol utilizes services that offer 
information or functionality outside the core functionality of the DLT System, if relevant. 
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Examples of these services include interoperability tools (e.g., oracles, bridges), scalability 
solutions (e.g., roll-ups, sequencers) and bonded validator systems (e.g., master nodes). If relevant, 
information about how these services are used and any incentives and risks with respect to the 
accuracy and validation of the information provided.  

● Information regarding how transactions on the Network are validated and how the Network and 
the Protocol is designed to achieve consensus regarding transactions and data among participants.  

● Information regarding the measures taken to ensure Network and/or Protocol security, including 
links to summaries of third-party system audits, formal verification, and other security measures, 
if available. 

● Known or suspected single points of failure (including centralization risk) making the Network 
and/or the Protocol susceptible to failure or attack. This includes, but is not limited to, single 
sources of truth related to the Network, and/or a single authority capable of or responsible for 
changing data recorded on the Network or transactions effected by users, consensus mechanisms, 
centralized control of keys critical to the Network, including, to the extent relevant, validation or 
mining mechanism. Include how the Network mitigates these risks.  

● Where the Network/Protocol is not yet in existence, the information should cover what is intended 
with respect to these matters.  

DLT NETWORK 

● Information regarding statistics available to measure Network performance, including (if 
applicable) theoretical and actual number of transactions executed per unit of time, time to finality, 
consensus attack resilience, potential attack vectors, and block confirmation time.  

● Information regarding any fees, such as transaction costs, gas fees, etc., applicable for utilizing the 
Network, including how they are assessed and who receives such fees. Include any rewards or 
refunds that a Network participant may receive and under what conditions they are received.  

● Where the Network is not yet in existence, the information should cover what is intended with 
respect to each of the above items, to the extent known. 

PROTOCOL 

● Known or suspected points of failure making the Protocol susceptible to failure or attack. This 
includes, but is not limited to, phishing attacks, social engineering vulnerabilities, or insider threats 
affecting authority or control over the Protocol, smart contract vulnerabilities, and opportunities 
to financially or economically manipulate the Protocol in ways that are not intended or described 
(such as rug pulls).  

● Information regarding how the Protocol mitigates these risks.  
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● Where the Protocol is not yet in existence, the information should cover what is intended with 
respect to each of the above items to the extent known.  

TOKEN ECOSYSTEM 

● Information regarding the Token Ecosystem (on-chain and off-chain) including types of 
participants, technologies and other parties and systems using or affected by the Protocol, 
Network, and/or Token.  Depending on the circumstances, information may include utilities, 
benefits, actual and anticipated uses (on-chain, off-chain, or cross-chain) of the Token.  

● The size of the Ecosystem such as number of developers building on the platform, number of 
applications that are being developed or any other metrics related to the size/extent and activity of 
the Ecosystem.  

 

Section 5. Token Information 
● Information about the Tokens and their key functions and features. 

● Information regarding the creation or generation of the Tokens and how they were distributed to 
initial holders and any ongoing distribution.  

● If relevant, information regarding the conditions under which the key functions and features of the 
Tokens (including any abilities and benefits) may be changed and by whom. (See to Section 3. 
“Governance”)  

● Any incentive models including fee or reward mechanisms (and who receives them), and any 
mint/burn mechanisms.  

● Where the Tokens are not yet in existence, the information should cover what is intended with 
respect to each of the above items. 

Token Supply and Vesting Information 

Information about the Token’s supply and vesting, which information may include, but is not limited to, 
as applicable at launch and on an ongoing basis, if reasonably available: 

Total Token Supply Total number of Tokens that there will ever be in 
existence (total supply available today/maximum 
possible supply). 

Circulating Token Supply The number of Tokens that have been minted, 
burned and are currently in circulation (excluding 
locked/treasury tokens). 

Token Release Schedule Release schedule for additional Tokens that can 
be minted or distributed by the Network as well 
as an indication of whether supply is intended to 
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be inflationary vs. deflationary and whether 
issuance is fixed vs. variable. 

Vesting and/or Lock-up Schedules To the extent known, a schedule for Tokens that 
have been allocated to Material Participants that 
are subject to vesting and/or lock-ups. 

Token Distribution/Allocation Information about how Tokens were initially 
distributed and how that allocation has changed 
among investors, founders, miners/node 
operators, other participants, treasury reserve, etc.  

Airdrops Token supply that was previously provided and 
on what basis or amount intended to be provided 
as an airdrop.  

Token Rewards (by each Category of Network 
Participant) 

Which participants, including miners, node 
operators, stakers and delegators, liquidity 
providers, etc., earn any type of token rewards or 
payments (or incur penalties) for their 
contributions to or participation on the Network.  

Costs Associated with Transacting on the 
Network 

Costs including transaction fees (such as “gas 
fees”, fees to miners) and other network or 
transaction costs. 

Number of Active Wallet Addresses The number of wallet addresses actively 
transacting in the Token. 

Total Value Locked The sum of all Tokens deposited in the Network 
that are earning rewards, interest, etc., as 
applicable. 

Treasury  Total Tokens in the treasury of the Network 
and/or any entity that may be viewed as an 
ecosystem foundation, community development 
pool, or other similar treasury. 

 

● Information regarding changes in the Total Token Supply, Circulating Token Supply, Token 
Release Schedule, Vesting Schedules, and Token Rewards, and the mechanism to make any such 
change. 

● Where Tokens are not yet in existence, the information should cover what is intended with respect 
to each of the above items, to the extent applicable. 

● The risks associated with these matters should be described (See to Section 7. “Risk Factors”).  
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Section 6. Financial Information 
● Information regarding the price or value of the Token and if it bears any direct, material 

relationship to any entity’s ongoing financial performance due to any promise by such entity or its 
affiliates to share such financial performance or other economic rewards with Token holders.  

● The mechanism by which such financial performance or rewards are to be shared. Provide the 
relevant financial or economic data.  

● Changes to the operations or functions of the network that are likely to directly affect the price or 
value of the Token. 

 

Section 7. Risk Factors 
A narrative, plain description of applicable risks relating to the Tokens and Network. The information 
presented should be easily digestible and readable by an average Token holder or purchaser and highlight 
the characteristics of the Token or Network which may include, to the extent relevant, the following risks: 

General Risk Factors 

● Relevant risks of owning and using the Tokens and the Network commonly associated with all 
decentralized assets and technologies, including price volatility, limited rights of Token holders, 
valuation and liquidity, key loss for custodial and non-custodial wallets, limitations or lack of 
insurance, counterparty, liquidity, transaction fees, concentration of assets, hedging, legal and 
regulatory, and general adoption of blockchain or decentralized technologies. 

Token and Network Specific Risk Factors 

● Relevant unique risks inherent to the Tokens, the Network, and their usage, including, to the extent 
relevant, inflation or deflation of the Token, scalability of the Network, novel technologies, forks 
or airdrops, loss of key personnel, unique risks of a Token’s consensus or governance mechanisms, 
hacking vulnerabilities and other cybersecurity events that could result in a substantial, immediate, 
and/or irreversible loss for Token holders. Additional examples may include risks of software 
defects, errors, flaws or vulnerabilities in relevant software code, risks related to ransomware and 
malware attacks, risks identified in any technological audits performed or lack thereof, risks 
associated with security breaches to Token holders, or any other security compromises of the 
Network. 

● Risks related to the failure to effectively apply proceeds from Token offering and sale, and whether 
such risks would have adverse effects on the value of the Tokens. 

● Where the Network, Protocol and/or Tokens are not yet in existence, the information should 
discuss the likely risks with respect to each of the items above. 
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Section 8. Exhibits 
To the extent materially relevant and available, the following documentation should be disclosed: 

● Any and all relevant whitepapers (including any technical and Token whitepapers) and other 
documentation related to the Network, Protocol and/or the Tokens. 

● Source code that has been open sourced or otherwise made publicly available for inspection (i.e., 
a text listing commands to be compiled or assembled into an executable computer program used 
by Network participants to access the Network, amend the code, and confirm transactions). 

● The location of a publicly accessible code repository. 

● Documentation on the Token’s smart contract(s). 

● Recent code audit reports. 

● Location of a publicly available and independently maintained block explorer (and/or instructions 
for an independent third party to create a block explorer or similar tool for verifying the transaction 
history of the Tokens). 

 
 

Glossary of Defined Terms 
In these Guidelines, each of the following terms have the meanings set forth after such term: 

Airdrop is defined as a distribution method where the Tokens are generally sent to multiple recipients, 
initiated by a project, platform, or entity, primarily used for promotional, or community-building purposes 
and may be contingent upon certain eligibility criteria. 

DLT System (Distributed Ledger Technology System) is defined as distributed infrastructure, composed 
of the database, Network, hardware components, the Protocol and decentralized applications, that enables 
validation, allows for the storing, sharing, and updating of authoritatively ordered records and maintains 
informational integrity through consensus-based validation procedures and/or cryptographic signatures.  

Ecosystem is defined as the interconnected system or network of contributors or participants that supports 
and interacts with the Tokens and their underlying Network. It includes, but not limited to, the technology 
infrastructure (e.g., DLT System, Protocol), participants (e.g., token holders, validators, developers), and 
services (e.g., transfers, wallets). 

Material Affiliate is defined as a person, group of persons, or entity under control or common ownership 
to the seller of the Token that play a significant role in the operation, facilitation or decision-making of 
the offer or sale of the Tokens. 

Material Participant is defined as each person, group of persons, or entity that materially contributed 
and/or continues to contribute to the development and/or operation of the Network, Protocol and/or the 
Tokens. Examples may include the core development team(s), founders, officers, directors, key personnel, 
significant validators, significant miners, and/or persons with significant governance power or authority. 



 

 
 

 
GLOBAL	DIGITAL	ASSET	&	CRYPTOCURRENCY	ASSOCIATION	 	

 

13	

MiCA is defined as markets in Crypto-Assets Regulation (Regulation (EU) 2023/1114 of the European 
Parliament and of the Council of the European Union). 

Network is defined as an architecture of interconnected nodes and processes that implement the DLT 
System Protocol. 

Protocol is defined as a set of software based formal rules that codify a system architecture and rules of 
engagement. It refers to the software components of the technology, that is, the programs, system 
contracts, applications and smart contracts, and related software infrastructure that defines how data is 
managed, secured, and processed to create, update, and maintain the ledger or database that lies at the 
heart of the system and the Token.  

Token is defined as the cryptographically secured internal unit of account native to specified DLT System, 
designed to indicate/represent a specific utility interest, ownership, and/or right (anyone or a combination 
of) the following: value, asset(s), access, information, privileges, or functions within a specified DLT 
System. The token is intrinsic to the DLT System's architecture and function primarily within its 
environment. Depending on the design, a token can be fungible or non-fungible, depending on whether it 
is identical or unique.  
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